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1. Executive Summary
Scribeable is an AI-powered clinical documentation platform that converts real-time medical encounters into structured,
specialty-specific clinical notes. By operating at the intersection of artificial intelligence and protected health information
(PHI), Scribeable treats security not as an afterthought but as a foundational architectural principle.

This whitepaper provides a comprehensive overview of the security controls, encryption architecture, compliance posture,
and operational practices that protect patient data across every layer of the Scribeable platform. Our security program is
built on five pillars:

Key Fact: Since inception, Scribeable has maintained zero data breaches, zero unauthorized disclosures, and 99.9%
platform uptime.

Zero-Knowledge Architecture — Scribeable staff cannot access decrypted patient data. All PHI is encrypted

with keys derived per-organization, and the platform processes data without retaining plaintext.

●

Defense in Depth — Multiple overlapping security controls ensure that no single point of failure can expose

patient data. Encryption, access control, network segmentation, and monitoring work in concert.

●

HIPAA-First Design — Every feature, API endpoint, and data flow is designed from inception to satisfy HIPAA

Security Rule, Privacy Rule, and Breach Notification Rule requirements.

●

Continuous Monitoring — Real-time anomaly detection, automated alerting, and comprehensive audit logging

provide visibility into every access and operation.

●

Five-Layer Envelope Encryption — As of March 2026, all PHI payloads are protected by a five-layer envelope

encryption system using ECDH key exchange, ensuring end-to-end encryption from client devices through CDN

and API layers to storage.

●
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2. Security Architecture Overview
Scribeable's security architecture follows a layered defense model. Each component in the stack is independently
hardened and communicates with other components through authenticated, encrypted channels. The following table
summarizes the core components and their security controls:

COMPONENT TECHNOLOGY SECURITY CONTROLS

iOS App Swift / SwiftUI Certificate pinning, biometric auth, Keychain storage, envelope
encryption

Web Dashboard Next.js 14 / React CSP headers, HttpOnly cookies, RBAC, envelope encryption

Browser
Extension

Chrome MV3 Isolated content scripts, encrypted storage, envelope encryption

API Server Node.js / Express Rate limiting, input validation, JWT auth, envelope encryption
enforcement

Database Firebase Firestore Field-level encryption, security rules, automated backups

AI Processing Anthropic (Claude) Zero-retention agreement, no training on PHI, BAA in place

Transcription Deepgram BAA in place, real-time streaming, no audio retention
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3. Encryption and Data Protection
Data protection is the cornerstone of Scribeable's security posture. All protected health information is encrypted at rest, in
transit, and during processing. In March 2026, Scribeable deployed a five-layer envelope encryption system that provides
end-to-end protection from client devices through all intermediary infrastructure.

LAYER SCOPE DESCRIPTION

Layer 1 Request Bodies All HTTP request bodies containing PHI are encrypted client-side using an
ephemeral ECDH shared secret before transmission.

Layer 2 Response Bodies Server responses containing PHI are encrypted using the same ECDH shared
secret before being sent to the client.

Layer 3 WebSocket Messages Real-time WebSocket frames carrying transcription data or clinical content are
individually envelope-encrypted.

Layer 4 Audio Streams Binary audio chunks are encrypted with AES-256-GCM using per-session
derived keys before upload.

Layer 5 Field-Level at Rest Individual Firestore document fields containing PHI are encrypted with
organization-specific data encryption keys (DEKs).

Each client session begins with an Elliptic Curve Diffie-Hellman (ECDH) key exchange using the P-256 curve. The client
generates an ephemeral key pair, sends the public key to the server, and both sides derive a shared secret. This shared
secret is used to derive AES-256-GCM encryption keys via HKDF-SHA256. Because the shared secret is never
transmitted, even a compromised TLS session cannot expose the plaintext PHI.

Enforcement Mode Active (March 2026): The server rejects any API request carrying PHI that is not envelope-
encrypted. Unencrypted PHI payloads receive an HTTP 400 response.

Because PHI is encrypted inside the TLS tunnel at the application layer, CDN providers (such as Cloudflare) that
terminate TLS see only encrypted ciphertext. They cannot inspect, cache, or log any protected health information. This
means Cloudflare and similar intermediaries operate as mere conduits, and the regulatory burden and risk surface are
significantly reduced.

3.1 Five-Layer Envelope Encryption

3.2 ECDH Key Exchange

3.3 CDN and Intermediary Blindness

3.4 Encryption at Rest

AES-256 encryption for all data at rest in Firebase Firestore●

Field-level envelope encryption for PHI fields using organization-specific DEKs●

Encrypted backups with separate backup encryption keys●
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Zero-Knowledge Guarantee: Scribeable staff cannot access decrypted PHI. The master KEK is managed through
automated processes with no human access. Organization DEKs are derived per-tenant and never stored in plaintext.
Even database administrators see only ciphertext when querying Firestore.

iOS Keychain (hardware-backed Secure Enclave) for local credential and key storage●

3.5 Encryption in Transit

TLS 1.3 enforced on all external connections●

Certificate pinning on iOS for API endpoints●

HSTS headers with 1-year max-age and includeSubdomains●

Application-layer envelope encryption (Layers 1–4) inside the TLS tunnel●

3.6 Key Management

Master KEK (Key Encryption Key): Stored in a hardware-backed secret manager, rotated annually. Used

exclusively to wrap/unwrap organization DEKs.

●

Organization DEKs (Data Encryption Keys): Unique per organization, wrapped by the master KEK. Rotated on

admin request or annually. Old DEKs retained in wrapped form for decryption of historical data.

●

3.7 Continuous Encryption Monitoring

Daily telemetry aggregation tracks match/mismatch counts across all encryption layers●

Automated alerting on any decryption mismatch (target: zero mismatches)●

Envelope encryption enforcement is active — API requests and responses carrying PHI are rejected if not

properly encrypted

●
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4. Infrastructure Security

4.1 Cloud Infrastructure

Primary hosting on OVH Public Cloud (EU and US regions) with dedicated compute instances●

Firebase / Google Cloud Platform for database, authentication, and serverless functions●

Geographic redundancy with automated failover between primary and cloud disaster recovery sites●

4.2 Network Security

WireGuard VPN mesh connecting all infrastructure nodes with 256-bit encryption●

Cloudflare WAF with custom rulesets blocking OWASP Top 10 attack vectors●

IP allowlisting for administrative access; all management ports closed to public internet●

Network segmentation: application servers, database servers, and monitoring infrastructure on separate

subnets

●

DDoS protection via Cloudflare with automatic traffic scrubbing and rate limiting●

4.3 Server Hardening

Minimal base images with only required packages installed●

Automated security patching via unattended-upgrades with 24-hour patch window●

SSH key-only authentication; password authentication disabled●

Fail2ban intrusion prevention with automatic IP banning after failed attempts●

Regular CIS benchmark compliance scans●
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5. Access Control and Authentication

ROLE SCOPE PERMISSIONS

Owner Organization Full administrative access, billing management, user provisioning, quality
configuration, encryption key management

Admin Organization User management, template management, quality configuration, audit log
access

Provider Own patients Create/edit/sign notes, view own patient records, use AI generation, clinical
calculator access

Scribe Assigned provider Create/edit notes for assigned provider, transcription access, no signing
authority

5.1 User Authentication

Firebase Authentication with email/password and federated identity providers●

Multi-factor authentication (MFA) available for all accounts, required for admin roles●

JWT tokens with short expiration (1 hour) and secure refresh token rotation●

Biometric authentication (Face ID / Touch ID) on iOS with Secure Enclave key storage●

Session management with automatic logout after 30 minutes of inactivity●

5.2 Role-Based Access Control (RBAC)

5.3 Internal Access Controls

Principle of least privilege enforced for all infrastructure access●

Production database access restricted to automated service accounts; no human read access to PHI●

All administrative actions logged with immutable audit trail●

Quarterly access reviews with automatic deprovisioning of unused accounts●
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6. Audit Logging and Monitoring

Audit logs are retained for a minimum of 6 years in compliance with HIPAA requirements. Logs are stored in append-only
storage with cryptographic integrity verification to prevent tampering. Real-time log streaming enables immediate analysis
and alerting.

6.1 Audit Logging

All API requests logged with timestamp, user ID, action, resource, and IP address●

Authentication events (login, logout, MFA, failed attempts) logged independently●

Data access events tracked: who accessed which records and when●

Note generation events: transcription start/stop, AI model invocations, note finalization●

Encryption events: key derivation, envelope encrypt/decrypt operations, telemetry submissions●

6.2 Real-Time Monitoring

Automated anomaly detection for unusual access patterns, geographic anomalies, and volume spikes●

Infrastructure monitoring with sub-minute granularity for CPU, memory, disk, and network metrics●

Application performance monitoring (APM) with distributed tracing across all services●

Uptime monitoring with multi-region health checks every 60 seconds●

Encryption telemetry dashboard with daily match/mismatch aggregation and trend analysis●
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7. Data Processing and Retention

DATA TYPE RETENTION PERIOD NOTES

Clinical notes As directed by provider Providers control retention; minimum 7 years recommended per
state regulations

Audio recordings 30 days (default) Configurable per organization; auto-deleted after retention period

Audit logs 6 years HIPAA minimum; stored in append-only, tamper-evident storage

Authentication logs 2 years Login events, MFA events, session management records

Usage analytics 2 years De-identified; no PHI. Aggregated for billing and product
improvement

Encryption telemetry 1 year Daily aggregates of encryption match/mismatch counts per layer

7.1 Audio Processing

Audio is streamed in real-time to Deepgram for transcription; no persistent audio storage on Deepgram servers●

Audio chunks are envelope-encrypted (Layer 4) before upload using per-session AES-256-GCM keys●

Transcription results are returned via encrypted WebSocket (Layer 3) and stored with field-level encryption

(Layer 5)

●

Users may opt in to audio retention for quality assurance; retained audio is encrypted at rest with organization

DEKs

●

7.2 AI Note Generation

Transcripts are sent to Anthropic (Claude) under a BAA with a zero-retention agreement●

AI providers do not train on Scribeable data and delete inputs/outputs within their processing window●

Generated notes are envelope-encrypted before storage and returned to clients via encrypted response (Layer

2)

●

All AI processing metadata (model used, token counts, latency) is logged without any PHI content●

7.3 Data Retention Schedule
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8. Subprocessor Security
Scribeable maintains a limited set of subprocessors, each bound by Business Associate Agreements (BAAs) where
applicable and vetted for security certifications. All subprocessors are reviewed annually for continued compliance.

SUBPROCESSOR PURPOSE BAA STATUS CERTIFICATIONS

Google Cloud / Firebase Database, auth, hosting Executed SOC 1/2/3, ISO 27001, HITRUST, FedRAMP

Anthropic AI note generation (Claude) Executed SOC 2 Type II, zero-retention API

Deepgram Speech-to-text transcription Executed SOC 2 Type II, HIPAA compliant

Stripe Payment processing Executed PCI DSS Level 1, SOC 2 Type II

OVH Cloud infrastructure Executed ISO 27001, SOC 1/2, HDS

Cloudflare Inc. CDN, WAF, DDoS protection Conduit (N/A) SOC 2 Type II, ISO 27001, FedRAMP

Cloudflare as Conduit: Cloudflare operates as a conduit under HIPAA. Because Scribeable's envelope encryption
ensures that PHI is encrypted at the application layer before it reaches Cloudflare's network, Cloudflare never has
access to plaintext PHI. Cloudflare's role is limited to routing encrypted traffic, and no BAA is required for conduit-only
services under HIPAA.
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9. Incident Response
Scribeable maintains a formal incident response plan aligned with NIST SP 800-61 (Computer Security Incident Handling
Guide). The plan is tested quarterly through tabletop exercises and annually through full simulation drills.

SEVERITY DESCRIPTION RESPONSE TIME

Critical (P0) Confirmed data breach, active exploitation, complete service outage 15 minutes

High (P1) Attempted breach, partial service degradation, encryption anomaly 1 hour

Medium (P2) Suspicious activity, policy violation, non-critical vulnerability 4 hours

Low (P3) Informational alerts, minor configuration drift, routine findings 24 hours

In the event of a confirmed breach involving unsecured PHI, Scribeable will notify affected covered entities within 24
hours of discovery, well within the HIPAA-required 60-day window. Scribeable will provide all information necessary for
covered entities to fulfill their notification obligations to individuals and the HHS Secretary. State-specific notification
requirements are tracked and honored for all U.S. jurisdictions.

9.1 Incident Classification

9.2 Response Process

Detection: Automated monitoring, user reports, or third-party notification triggers the incident workflow●

Containment: Immediate isolation of affected systems; revocation of compromised credentials; activation of

backup encryption keys if needed

●

Eradication: Root cause analysis, removal of threat vectors, patching of exploited vulnerabilities●

Recovery: Controlled restoration of services with enhanced monitoring; verification of data integrity●

Post-Mortem: Blameless retrospective within 72 hours; findings documented and remediation tracked to

completion

●

9.3 Breach Notification
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10. Compliance Framework

FRAMEWORK STATUS DETAILS

HIPAA Compliant Full compliance with Security Rule, Privacy Rule, and Breach
Notification Rule. BAAs executed with all subprocessors and covered
entity customers.

HITECH Compliant Enhanced breach notification procedures, increased penalty
awareness, and Meaningful Use support.

SOC 2 Type II Controls Implemented Security, Availability, and Confidentiality trust service criteria
implemented. Formal audit engagement planned.

HITRUST CSF Mapped Controls mapped to HITRUST CSF v11 framework. Self-assessment
completed; validated assessment planned.

NIST 800-53 Aligned Security controls aligned with NIST SP 800-53 Rev. 5 moderate
baseline.

21 CFR Part 11 Aligned Electronic records and signatures controls aligned for organizations
subject to FDA regulations.

Scribeable executes Business Associate Agreements (BAAs) with all customers who are covered entities or business
associates under HIPAA. Our standard BAA is available upon request and covers all services provided through the
Scribeable platform, including AI note generation, transcription, and data storage.
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11. Continuous Improvement

Email
security@scribeable.ai

Address
Scribeable LLC, 600 Boulevard South SW Suite 104J, Huntsville, AL 35802

Web
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Penetration Testing: Annual third-party penetration testing of all externally facing services planned, with

remediation to be tracked to closure

●

Vulnerability Management: Continuous dependency scanning (Dependabot, npm audit) with critical

vulnerabilities patched within 48 hours

●

Security Training: All team members complete HIPAA security awareness training at onboarding and annually

thereafter

●

Policy Review: All security policies reviewed and updated at least annually or upon significant infrastructure

changes

●

Architecture Review: Security architecture reviewed quarterly, with threat modeling for all new features before

deployment

●

Encryption Telemetry: Daily automated analysis of encryption match/mismatch rates across all five envelope

layers, with zero-mismatch target

●

Incident Drill: Quarterly tabletop exercises and annual full-simulation incident response drills●

Contact


