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Our Commitment
Scribeable is fully HIPAA compliant. We implement all required administrative, physical, and technical safeguards to
protect Protected Health Information (PHI). Every feature, API endpoint, and data flow is designed from inception to
satisfy the HIPAA Security Rule, Privacy Rule, and Breach Notification Rule.

Our HIPAA Security Officer oversees all compliance activities and can be reached at security@scribeable.ai.

Technical Safeguards

Administrative Safeguards

Physical Safeguards

Encryption: AES-256-GCM envelope encryption with ECDH P-256 key exchange across five layers (API

requests, responses, WebSocket, audio, field-level at rest). Enforcement mode active — plaintext PHI requests

are rejected.

●

Access Controls: Role-based access control (RBAC) with multi-factor authentication required for administrative

roles.

●

Audit Logging: All PHI access is logged with timestamp, user ID, action, resource, and IP address. Logs retained

for a minimum of six years in tamper-evident, append-only storage.

●

Automatic Logout: Sessions automatically time out after 30 minutes of inactivity.●

Data Backup: Encrypted backups with geographic redundancy and tested restoration procedures.●

Zero-Knowledge Architecture: Scribeable staff cannot access decrypted PHI. Per-organization Data

Encryption Keys (DEKs) ensure that even database administrators see only ciphertext.

●

Transport Security: TLS 1.3 enforced on all external connections; HSTS with one-year max-age and

includeSubdomains.

●

Designated Security Officer with documented authority and accountability for the security program.●

Workforce training at onboarding and annually thereafter; all team members complete HIPAA security

awareness training.

●

Risk assessments performed annually with documented methodology and tracked remediation.●

Incident response plan aligned with NIST SP 800-61, tested quarterly through tabletop exercises and annually

through full simulation drills.

●

Sanction policy for workforce members who fail to comply with security policies and procedures.●

Business Associate Agreements executed with all customers and subprocessors handling PHI.●

Facility access controls via SOC 2 certified data centers (Google Cloud Platform, AWS, OVH).●

Workstation security with full-disk encryption required on all employee devices.●

Device and media controls for the secure disposal of decommissioned hardware.●

No on-premises servers handling PHI — all infrastructure is hosted with SOC 2 certified providers.●
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Business Associate Agreement
We provide a signed BAA to all customers on paid plans:

We maintain signed BAAs with all our AI and data processing subprocessors including Anthropic (Claude) and Deepgram.
View our complete subprocessor list at scribeable.ai/legal/subprocessors for details.

Download our standard BAA from the Legal Hub or request a custom agreement at security@scribeable.ai.

Patient Rights
We help our covered-entity customers comply with patient rights under HIPAA:

RIGHT SCRIBEABLE SUPPORT

Access Export patient data on request through the dashboard or via API

Amendment Edit notes as needed; full revision history retained for audit

Accounting of
Disclosures

Access to comprehensive audit logs detailing every PHI access event

Restriction Limit data sharing through fine-grained access controls and PHI minimization

Confidential
Communications

Patient communication preferences honored throughout the platform

Breach Notification
In the event of a confirmed breach involving unsecured PHI, Scribeable will notify affected covered entities within 24
hours of discovery — well within the HIPAA-required 60-day window. Scribeable will provide all information necessary for
covered entities to fulfill their notification obligations to individuals and the HHS Secretary. State-specific notification
requirements are tracked and honored for all U.S. jurisdictions.

Questions about HIPAA compliance? Contact our Security Officer at security@scribeable.ai. We are happy to
participate in your security and compliance review and to provide additional documentation under NDA.
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Standard BAA included with Professional and Team plans●

Custom BAA terms available for Enterprise customers●

BAA covers all Scribeable services and subprocessors●
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